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Making The Most Of Network Analytics

Description

Network Analytics Requires Collecting Mountains Of Data, Mining That Data And, Above All, Presenting
Those Findings In A Clear Format, Tailored To The Needs Of The Application Or Network Manager. Can This
Be Achieved In A Dynamic Cloud Environment Spanning Multiple Provider Networks? According To Anton
Basil Vp Of Engineering Services Veryx Technologies And Chair Of The Cef Analytics Group It Must Be Done.

“Why Is The Phone Connection Bad?” “Why Is My Website Down?” “Why Is This Download Taking Ages?”
The Customer Does Not Really Want An Answer To These Questions. On One Hand The Answer Is Already
Known – “These Things Happen” – On The Other Hand The Customer Is Not So Much Asking A Question
As Hinting That They Will Take Their Business To Another Provider If Things Don’t Get Better. And That Is
Why The Provider Really Does Need To Know The Answers – And Will Invest A Lot In Network Analytics
To Find The Answers.

Analytics Have Become A Critical Part Of The Network Infrastructure, And Not Just For Troubleshooting
Purposes. Properly Applied, Analytics Can Identify Potential Bottlenecks And Help Prevent Performance
Degradation, And Can Help Make The Network More Efficient, Secure And Reliable. In A Dynamic Cloud
Environment Delivering Services On Demand, It Is Even More Important To Manage Performance In Real
Time To Ensure A Good User Experience, But At The Same Time It Is Becoming Much Harder To Do This.

So What Are The Challenges To Be Addressed? As A Process, Network Analytics Can Be Usefully
Subdivided Into Three Functions: Data Gathering, Data Mining And Reporting.

Data Gathering In The Cloud

Data Gathering Is The Analytics Bit: The More Data About Actual Network Behavior That Can Be
Garnered Across The Entire Infrastructure, The Greater Chance Of Finding All The Answers. But It Is
Subtler Than That, Because Experience Teaches That Some Sorts Of Data Are More Useful Than Others,
And It Can Be Better To Target Essential Parameters Rather Than Have Them Lost Under A Mountain Of
Useless Data. In Addition, You Do Not Want The Data Collection Itself To Impact The Network Operation
– Avoiding, For Example, Measuring Latency In A Way That Adds Latency.
In A Single Static Network The Difficulty Of Gathering Data Is Proportional To The Network’s Complexity:
A Problem That Grew Steadily As The Network Expanded And May Have Kept Pace With The It
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Department’s Increasing Expertise. Such Steady, Organic Growth Is Not Possible In A Dynamic,
Virtualized Network And There Is A Corresponding Need To Virtualize The Monitoring And Test Process
To Keep Abreast Of The Changes In The Network And To Reduce The Cost And Labour Of Physical
Testing. But There Is Also A Risk That The Virtual Test Software Will Consume Some Of The Processing
Resources And Itself Impact The Measured Performance. Under Controlled Laboratory Test Conditions
Steps Can Be Taken To Compensate For Such Errors, But It Is Not So Easy To Do This In A Working
Environment.

Not Only Is The Data Being Gathered On A Moving Target, The Problem Is Compounded When The
Network Spans Several Provider Domains. Even When There Is Clear Agreement About The Definition Of
The Various Network Parameters Being Measured, Different Providers Might Not Measure Or Collate
Their Data In The Same Way. So, From A Data-Gathering Point Of View, Cloud Services Mean A Quantum
Leap In Complexity. We No Longer Have A Process That Evolves Steadily As A Single Network Grows,
Rather We Are Forced To Correlate Inconsistent Data Across A Shifting Ecosystem. Trying To Gather
Useful And Reliable Data In Real Time Will Only Be Possible When There Are Global Standards Defining
The Key Parameters And The Way They Are Measured, Allowing Providers And Different Networks To Mix
And Match Data In A Simple Reliable Manner.

The Data Mining Challenge

Data Mining Is Literally The Analytics Bit. The More Data That Has Been Gathered, The Greater The
Chance Of Finding Every Answer But, If Too Much Irrelevant Data Is Included, It Can Take Much Longer
To Find Those Answers. The Key To Data Mining, However, Is To Know The Right Questions To Ask – And
That Does Still Depend On Human Experience And Judgement. Even If We Do Know What Questions To
Ask, The Answers Can Only Be As Good As The Data That Has Been Gathered. So Data Mining Cannot Be
Usefully Applied Until The Data-Gathering Problem Has Been Sorted.
Once Sufficient Reliable And Accurate Data Is Available, And We Know What Questions To Ask, Then
What Is Needed Is Sufficient Processing Power To Perform The Analysis Fast Enough For The Resulting
Output To Still Be Relevant. In Today’s Dynamic Network Environment That Means Getting Answers In
Near Real Time.

Relevant Reporting Of Results

Reporting Is No Longer About Churning Out Reams Of Statistics. Presenting Information About A Highly
Complex System To A Human Operator Requires A More Visual Format. This Network Visibility Can Be
Provided By A Topological Map Of The Infrastructure With Key Data Or Trouble Spots Highlighted At The
Right Point On The Structure So The Operator Can Immediately See What Is Happening. But Reporting
Can Also Serve Other Audiences: An Alarm System Would Require Precise Co-Ordinates Rather Than A
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Visual Map, And An Application Would Be Less Concerned With Locating The Source Of Degradation
Than Knowing Its Impact On Performance Parameters.

The Role Of The Cloud Ethernet Forum (Cef)

A Dynamic Cloud Environment Becomes A Sensitive Organism Where Small Local Problems Can Cause
Ripple Effects That Lead To Disastrous Consequences On Many Levels: Poor Service Performance, Loss
Of Critical Business For The Customer, Reputation Damage For The Provider, And Ultimately Customer
Churn. At The Same Time, It Is Becoming Harder To Garner And Analyse Sufficient Data About The Inner
Working Of This Complex Environment. That Is Why Network Analytics Is One Of The Five Vaspa
Fundamentals Being Addressed By The Cloudethernet Forum (Cef): Virtualisation, Automation, Security,
Programmability And Analytics.

If A Cloud Services Consumer Experiences Degradation In Service Performance, What Can Be Done? The
Cloud Services Provider Might Offer To Boost Processing By Spinning Up Further Vm Resources. The
Cloud Carrier Might Provide Additional Bandwidth. Is This A Cloud Carrier Or A Cloud Provider Issue, Or
Has The Consumer Got Unrealistic Expectations? In A Competitive Business Environment This Is The
Sort Of Situation That Can Degenerate Into Finger Pointing And Loss Of Business. What The Cef Is Doing
Is Recruiting Members From All These Cloud Stakeholder Groups To Work Together On Strategies To
Anticipate And Resolve The Challenges Of A New And Disruptive Technology.

The Cloud Stakeholders Being Recruited By The Cef Include Major Cloud Consumers, Who Can Help
Clarify What Is Wanted In Terms Of Performance, In Order To Determine How Best To Measure It. For
Example: It Is Obvious That A Cloud Consumer Subscribing To A Streaming Video Service Wants Brilliant
High Quality Video, But The Industry Has Found Out That This Subjective Experience Depends On
Essential Parameters Like Bandwidth Latency, Jitter And Packet Loss That Can Be Readily Measured And
Analyzed. Hence The Cef Needs Both Cloud Carriers And Cloud Providers On Board To Understand The
Consumer Needs, And To Find Ways To Satisfy Them.

This Is As Much About Business Practice And Working Relationships As Technology: If The Cef Can Define
Common Standards That Will Make Different Provider And Carrier Systems Compatible, Would The
Cloud Carrier Allow The Cloud Provider Some Control Of Its Network? When The Consumer Complains
About Service Performance, Can The Provider Have Access To Analyze Both Network And Datacentre
Performance And Come Up With The Optimal Balance Between Processing And Bandwidth Resources?
Or Would The Carrier Be Allowed Access To The Provider’s System To Do The Analysis And Resolve The
Issue If Asked?

Compare This With The Mobile Phone Industry That Has Already Learned To Iron Out Their Differences
And Make Service As Seamless As Possible. The Mobile Users Expect Reasonably Consistent
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Performance On Their Travels So, If They Complain That A Phone Connection Has Dropped, They Do Not
Expect An Argument Between The Various Cell Services About Which Network Was Responsible For The
Failure.

This Is How It Should Be With Cloud Services – And So The Cef Is Working On A Defining Standard
Interface And Standard Apis Between Cloud Providers And Carriers To Create An Open Cloud
Environment. This Is Key To Enabling Consistent Data Gathering And Consistent Definitions That Will
Provide Sufficient Reliable Input For Data Mining Across Multiple Networks. How The Data Will Be Mined
On Sufficient Scale Is Another Issue, And The Way The Results Will Be Reported Or Presented Is Another
Of The Key Concerns For The Cef – All The More So Since Analytics Output Can Provide Essential Data
For Automation, Security And The Other Vaspa Fundamentals.

To Achieve These Aims, And To Create An Open Cloud Environment Fast Enough To Maintain The
Momentum Of Cloud Migration, The Cef Is Inviting All Types Of Cloud Stakeholders, Including Systems
Integrators, Nems And Software Developers – As Well As The Enterprise Customers And Service
Providers Already Referred To – To Participate In The Standardization Process.


