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Net-O2 announces new tests for verifying IP Security

Description

Chennai,  India -  Sep 14,  2009 -- Net-O2 Technologies Announces The World's First Fully Automated
Conformance Test Solution For Internet Key Exchange Protocol Version 2 (Ikev2). Attest-Ikev2 Test
Solution Is Complemented With Attest-Ipsec And Attest-Ikev1 Test Solutions And Forms A Complete
Automated Test Solution To Verify Ip Security Protocol Compliance In Security Devices Such As
Firewalls, Gateways And Routers.

Ipsec Based Vpn Has Become The De-Facto Option For Secure Communication By Road Warriors To
Their Enterprise And For Access Between The Geographically Dispersed Enterprises. While Ipsec
Provides The Needed Support For Tunneling, Encryption And Encapsulation Mechanisms, Ike Helps To
Dynamically Determine The Secure Keys That Would Be Used For Creating The Tunnels And Exchange Of
Data Across The Tunnels.

Attest Ipsec Test Suite Verifies The Support For Both Security Protocols - Encapsulated Security Payload
(Esp) And Authentication Header (Ah). Data Encapsulation Modes For Both Tunnel As Well Transport
Modes With Support For A Multiple Types Of Encryption Algorithms Such As 3Des-Cbc, Aes-Cbc Etc., And
Authentication Algorithms Such As Hmac Sha1-96, Hmac Md5-96 Are Supported. Attest Ipsec Test Suite
Can Be Run With Any Combination Of Keying Support Such As Manual Keys Or Dynamic Keys Using Ikev1
Or Ikev2.

As A Combined Set Of About 390 Test Cases, Net-O2 Attest Ipsec, Ike Test Suites Help In Ensuring A
Security Implementation Complies With Many Of The Ietf Rfc Standards. Along With The Other Security
Test Suites For Verifying 802.1X, Acls, Denial Of Service Attacks And Nat, Net-O2 Provides One Of The
Most Comprehensive Solutions For Security Testing In Access And Edge Devices.


