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Description

Author: David Charlu, Veryx Technologies

Sd-Wans Have Gained Popularity Since Distributed Enterprises With Remote Offices Can Reduce
Network Connectivity Costs, While At The Same Time Simplify Network Operations And Save Labour
Costs. Many Network Service Providers Have Begun Transitioning Their Enterprise Customers From Mpls
To Sd-Wan As A Managed Service, Enabling Them To Get Well Defined Kpis Across The Enterprise
Network At Affordable Costs. The Advantage Often Cited Is That Sd-Wan Vendors Have In-Built
Performance Monitoring Capabilities, Making It A Complete Solution To Manage And Monitor The
Network.

However Enterprise Network Managers Need To Keep In Mind That While Sd-Wan Does Promise Overall
Improvement In Performance, From A User Perspective, It Is In Reality Only Applicable To One Portion
Of The Network. This Is So Since Packet Flows Occur From The Application, Through The Lan To The Sd-
Wan Cloud And Then Over To Either Internet To A Remote User Or To Another Spoke Of The Sd-Wan
Cloud, Then The Lan To The End User.

Figure- Blind Spots Occur In Sd-Wan Based Network Monitoring Since Its Scope Is Limited Only To Sd-
Wan Portion Of The Network, Not End-To-End

Performance Issues Can Be Difficult To Troubleshoot
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Thus When A Wireless User At A Remote Location Raises The Ticket With It That The Application
Performance Is Poor,  Where Does It Begin To Troubleshoot This Problem? Assuming That It Is A Network
Related Problem, It Could Have Been Caused Because Of The Wifi Network, The Lan, The Client Itself,
The Configuration Of The Sd-Wan Appliance, Or The Wan/Internet Links. 

Yes, Sd-Wan Solutions Provide Valuable Information And Analytics About The Traffic That Flows
Through Their Interfaces. Yet, They Only Provide One Part Of The Picture.

Blind Spots With Centralized Monitoring

Sd-Wans Often Implement A Split Tunnel, Such That A Remote Site Is Provided A Direct Broadband
Connection To Reach The Internet, While A Separate Private Connection Is Used To Reach The
Enterprise’s Intranet Resources. The Private Connection Is Established From The Branch Router Via A
Vpn Tunnel Or An Mpls Connection To The Enterprise’s Data Center. With Such Configuration,
Centralized Network Monitoring Solutions Provided By Sd-Wan Cannot Detect Reachability Or
Application Performance Degradation Issues That Users At Remote Sites Are Experiencing.  

Sd-Wan Performs Only Passive Monitoring At The Edge

Sd-Wan Routers At The Edge Use Passive Monitoring Methodology To Provide Analytics And
Performance Information. But Passive Monitoring Is Only Effective When Packets Are Traversing Across
The Edge, Not When They Are Missing Or Lost. To Understand What Happens When Packets From An End
Point Are Not Coming –Active Performance Monitoring Is Needed To Proactively Detect And
Troubleshoot Connectivity As Well As Performance Degradation Issues. 

Some Sd-Wan Vendors Have Begun Offering Active Monitoring Capabilities Using Separate Probes As An
Option, But Again They Are Still Limited To Only The Sd-Wan Portion Of The Network – And Not As End-
To-End Monitoring. Since The Enterprise Network Using Sd-Wans Can Easily Extend The Reach Of The
Network Beyond Traditional Branch Offices To A Wide Range Of Hosts Including Iot Devices, The Edge
Becomes More Complex, Requiring Better Monitoring Capabilities.

Network Engineers Lack Visibility Of The End-User Experience

Sd-Wan Routers Performance Monitoring Features Can Help To Identify And Profile The Applications
That Traverse Their Interfaces, Prioritize Business-Critical Data, And Optimize Routing Decisions. While
This Level Of Monitoring Is Key For An Sd-Wan Router To Make Routing Decisions On Its Multiple
Network Links, It Doesn’t Provide An Effective Measurement Of End-User Experience From An
Application And/Or End-To-End Perspective. Without End-To-End Metrics Such As Network Latency,
Packet Loss, Dns Resolution Time, And Http Loading Time From The User Layer, It Becomes Very
Difficult To Capture The End-User Experience And Ensure Slas.

Importance Of Digital Experience Monitoring
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According To Gartner, “Digital Experience Monitoring (Dem) Technologies Monitor The Availability,
Performance And Quality Of Experience An End User Or Digital Agent Receives As They Interact With An
Application And The Supporting Infrastructure. Users Can Be External Consumers Of A Service (Such As
Patrons Of A Retail Website), Internal Employees Accessing Corporate Tools (Such As A Benefits
Management System), Or A Combination Of Both. Dem Technologies Seek To Observe And Model The
Behavior Of Users As A Continuous Flow Of Interactions In The Form Of User Journeys.”

Veryx Cloudmon Digital Experience Monitoring Solution

Veryx Cloudmon Dem Gives It And Network Teams A Complete Understanding Of End-User Application
Experience From A Centralized Location Using Synthetic (Active) Monitoring Capabilities. This Can Be Of
Immense Help In Monitoring And Trouble-Shooting Application And Network Performance Issues Faced
At Specific Branch Sites Or By Remote Users. What’s More, It Works Independent Of The Sd-Wan And
Other Vendor Specific Solutions.

Veryx Cloudmon Dem Provides End-To-End Network Metrics Such As Network Latency, Packet Loss, Dns
Resolution Time, Http Loading Time Etc. At The Level Of An Individual User Or Specific Branch Site,
Based On The Deployment Model.Cloudmon Dem Provides Networks Teams Clear Visibility Regarding
Network Quality On A Hop-By-Hop Basis From End Point Perspective And Identify Local Connectivity
Problems.

Benefits Of Veryx Cloudmon Dem

Veryx Cloudmon Dem Has Been Instrumental In Making The Job Of It And Network Teams Easier Since:

It provides 100% visibility of end user experiences for applications whether accessed within the
enterprise premises, in branch locations or remotely.
It enables network teams to be proactive and respond quickly, resulting in reduced trouble-
tickets by 50%
It provides a hop by hop understanding of network performance making it easy to identify issues
and reduce mean-time taken to repair (MTTR) by 40%

For More Information

Please Contact Veryx Technologies, Or Visit Www.veryxtech.com
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